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A practice standard reflects the minimum standard of professional behaviour and ethical
conduct on a specific topic or issue expected by CPSBC of its licensees (all physicians and
surgeons who practise medicine in British Columbia). Standards also reflect relevant legal
requirements and are enforceable under the Health Professions and Occupations Act, SBC
2022, c.43 (HPOA) and the CPSBC Bylaws under the HPOA.
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Preamble

This document is a practice standard of the Board of the College of Physicians and Surgeons
of BC (CPSBCQ).

The functionality of electronic devices and increased provision of virtual care have enabled
licensees to record their patients with relative ease. Any recording of a patient, whether it be
a photograph, video, or audio recording, may form part of the patient’'s medical record and is
expected to be treated with the same degree of security and confidentiality and in
accordance with the Medical Records Documentation and Medical Records Management
practice standards. These recordings are subject to access, disclosure and disposal
provisions under applicable access and privacy legislation in Canada (e.g. Personal
Information Protection Act, SBC 2003, c.63).

Recording devices raise privacy, security, data integrity and availability issues when they have
the potential for automatic backups occurring to a cloud-computing service, especially if that
service is located outside of Canada. Licensees must be mindful of how and where they use
devices to record conversations. If these devices are kept in clinical areas, they must be
turned off or their settings changed so they do not record personal health information
without patient consent.

CPSBC's position

Medical and surgical procedures involving patients may be recorded for a variety of
purposes. The recording may be made as part of the patient’s care to assist in the
assessment, investigation, and treatment, in which case the recording forms part of the
patient’s medical record and must be treated as such. A recording may also be made in the
context of providing virtual care (e.g. telehealth visit, phone consultation) in accordance with
the Virtual Care practice standard. Alternatively, the recording may be made for a secondary
purpose such as teaching, training, or research resulting in the need for additional
safeguards. The collection of personal information for these purposes is authorized under
section 11(a) of the Personal Information Protection Act (PIPA). In all of these circumstances,
the informed consent of the patient must always be obtained.

Licensees are responsible for the following:

Before the recording

e The patient understands why the recording is being requested, who will be allowed to
see or hear it (including the names of the people if known), whether copies will be
made, and how long the recording will be kept.

e The patient understands that refusal to consent to the recording will not affect the
quality of the care being offered, although in some circumstances, it may impact the
services available to the patient.

e The patient understands that the recording can be discontinued immediately on
request.

e The patient is given sufficient time to consider a consent form and explanatory
material which set out the necessary information in a way which the patient can
understand (translations must be provided where necessary prior to signing the form).
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e The consent form is neutrally worded and does not imply that consent is expected.

e Where patients are unable to give consent because they suffer from a mental
disability or for any other reason, consent can be obtained from the nearest relative or
representative as defined under sections 1 and 2 of the Personal Information
Protection Act (PIPA) regulations.

e Licensees working within a regional health authority must be aware of and comply

with any hospital policies and Freedom of Information and Protection of Privacy Act
(FIPPA) regulations.

¢ Inthe case of minors who lack the ability to consent on their own behalf, the consent
of a parent, guardian or representative must be obtained. The person giving consent
must understand the rights set out above and below.

e The patientis provided with the contact information for an employee of the
organization who is able to answer questions about the collection of personal
information.

During the recording

e The recording must be stopped immediately if the patient requests or, if in the
opinion of the licensee, the recording is having a negative impact on the patient-
licensee relationship or reducing the benefit that the patient might derive from the
consultation.

After the recording

e The patient is invited after the recording to discuss any concerns regarding the
recording and consider whether to vary or withdraw the consent to use the recording.
If the patient withdraws the consent, the recording must be erased from the device as
soon as possible.

e The recording may only be used for the purpose for which the patient’s consent was
obtained. If the licensee wishes to use the recording for purposes outside the scope
of consent originally obtained, a new consent must be obtained.

e Where a recording is made as part of the patient’s care to assist in assessment,
investigation and treatment, the recording forms part of the patient’'s medical record.
It must be maintained and stored in accordance with all ethical, professional, and
legal requirements, including the Medical Records Documentation and Medical
Records Management practice standards. Protocols must be in place to address
physical security, data sharing with other health-care professionals, backup of
electronic data and user-based levels of access. The recording, and any backups (such
as copies saved on the Cloud), must be erased in accordance with the patient's
instructions. If no specific instructions have been received from the patient, the
recording will remain as part of the medical record and be treated accordingly.

e Recorded content made with mobile recording devices must be transferred to a
secure electronic medical record-keeping system and erased from the recording
device as soon as practically possible after the transfer.
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Recordings for secondary purposes

Recordings for educational purposes

Where a recording is made for teaching, training, or research and as a result may be shown
to people other than the health-care team responsible for the care of the patient, the
following additional safeguards apply, even if the recording will be edited in order to
anonymize the identity of the patient:

e The patient must clearly understand that the recording may be shown to people with
no direct responsibility for the patient’s health care.

e The patient’s consent to the recording must be documented in the patient’s medical
record.

e The patient must be offered the opportunity to view the recording, in the form in
which it is intended to be shown before the recording is used. The patient has the
right at this stage to withdraw consent to the use of the recording.

If a recording has not been planned, but an unexpected development during a procedure
makes a recording highly desirable on educational grounds, a recording may be made.
However, under such circumstances, the patient must have provided their informed consent
for the possibility of a recording prior to the procedure.

If the recording is intended to be accessible in the public domain, (e.g. published in online or
printed media), consent also has to be obtained for the disclosure of the recording outside of
Canada. Consent must be obtained, the purpose for making the recording explained and an
opportunity provided to view the recording. In addition, licensees must ensure that the
patient understands that once the recording has been released to the media, it may not be
possible to stop any subsequent use even if the patient subsequently withdraws their
consent.

Recordings in public spaces for security purposes

Recordings may be made in public spaces (e.g. waiting rooms) for security purposes given
the licensee is using closed circuit television or other video systems (CCTV) as authorized by
section 14 of PIPA. When this is implemented, appropriate signage must be visible in all
areas where recordings are being made.

Resources

1. Canadian Protective Medical Association [Internet]. Ottawa. Photo and Video Consent
Form

2. Canadian Protective Medical Association [Internet]. Ottawa. March 2011. Using clinical
photography and video for educational purposes.

3. Canadian Protective Medical Association [Internet]. Ottawa. March 2017. Smartphone
recordings by patients: Be prepared, it's happening.

4. Doctors of BC [Internet]. August 2017. BC Physician Privacy Toolkit A guide for
physicians in private practice 3rd Edition.

5. Office of the Information and Privacy Commissioner for British Columbia [Internet].
October 2017. Using Overt Video Surveillance.
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